Highlights from the 2025 State
of ldentity Security Report

Cisco Duo’s 2025 State of Identity Security report surveyed
650 Security and IT leaders across North America and Europe
to uncover the stark realities and hidden vulnerabilities of
today’s identity security postures. The research reveals why
identity is the new security and highlights the urgent need for
organizations to rethink their strategies.

Explore these insights to stay ahead of evolving threats and
build a resilient, future-proof identity security framework.

The margin of error for this study is +/- 3.8% at the 95% confidence level.
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Despite the foundational role identity providers (IdPs)
play in access control, confidence in their ability to
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Al-driven attacks
are accelerating
identity security
growth and system
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Al-driven phishing,
insider threats, and
supply chain attacks
top the list.
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WHY THIS MATTERS: an afterthought in infrastructure planning.
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|dentities are stored in an average
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L eaders agree ldentity Security delivers RO

@ Faster Incident Response: 51%

@ Smoother User Logins: 43%

@ Higher Compliance Audit Success: 37%

Get the full report.
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